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Summary

As systems are developed and maintained, security vulnerabilities can creep in if the developers
and maintainers do not pay close attention to security matters.

This IS Advisory offers guidance on security in development and maintenance. In summary, how
to design an application securely, how to implement it securely and finally, how to operate it
securely. Security thinking must be all encompassing or it won't work. Obviously there is no
point having highly secure infrastructure if your applications are not secure and if the
infrastructure team is almost totally unaware that security is important.

The purpose of this IS Advisory is to present basic good practice for systems development and
maintenance - it won’t answer every question but it will make the reader better able to answer
many questions for themselves.

Who is this for?

This IS Advisory is aimed at all personnel who have or are responsible for systems development or
maintenance on any system that is owned by the University of Portsmouth.

How does the University check this is followed?

Annual review of the systems development process will be performed to evaluate its
effectiveness.

Who can you contact if you have any queries about this
document?

Any questions about this advisory should be directed to servicedesk@port.ac.uk
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1. Security requirements of systems

Security Requirements of Information Systems
Information Security requirements analysis and specification
Securing application services on public networks
Protecting application services transactions

Security in Development and Support Processes
Secure development policy
System change control procedures
Technical review of applications after operating platform changes
Restrictions on changes to software packages
Secure system engineering principles
Secure development environment
Outsourced Development
System Security Testing

System Acceptance Testing

System acceptance testing should include testing of information security requirements and
adherence to secure system development practices. The testing should also be conducted on
received components and integrated systems. Automated tools, such as code analysis tools or
vulnerability scanners, and should be used to verify the remediation of security-related defects.
Testing should be performed in a realistic test environment to ensure that the system will not
introduce vulnerabilities to the organization’s environment and that the tests are reliable.

Security of Test Data

The use of operational ‘live 'data containing personally identifiable information or any other
confidential information for testing purposes should be avoided. If this is not practical, then all
sensitive details and content should be removed or obfuscated.

a) the access control procedures, which apply to operational application systems, should also
apply to test application systems;

b) there should be separate authorization each time operational information is copied to a test
environment;

c) operational information should be erased from a test environment immediately after the
testing is complete;

d) the copying and use of operational information should be logged to provide an audit trail.
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2. Security in application systems

2.1 Appropriate security controls, audit trails and/or activity logs should be designed into all
application systems.

2.2 Security controls should include the validation of input data, internal processing, and output
data.

3. Cryptographic controls

3.1 Cryptographic systems and techniques should be used for the protection of information that is
considered at risk and for which other controls do not provide adequate protection.

3.2 Passwords must be encrypted before transmission.

4. Security of system files

4.1 To ensure that IT projects and support activities are conducted in a secure manner, access to
system files should be restricted to those IS staff responsible for managing and supporting the
various IT systems, services and servers.

5. Security in the development and support processes

5.1 Changes to the University’s business systems must be authorised by the Change Management
Board, who will ensure that security is maintained.

6. Security of the development and support environment
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6.1 Project and support environments should be strictly controlled. Project managers are
responsible for the security of the project or support environment. They should ensure that all
proposed system changes are reviewed to check that they do not compromise the security of
either the system or the operating environment.

1. Security requirements of systems

1.1 A project team should be established for each major new systems development. This includes
infrastructure, business applications, and user-developed applications.

1.2 Security requirements should be identified and agreed prior to the development of
information systems.

1.3 The project team is responsible for designing security into the system.

2. Security in application systems

2.1 Appropriate security controls, audit trails and/or activity logs should be designed into all
application systems.

2.2 Security controls should include the validation of input data, internal processing, and output
data.

3. Cryptographic controls

3.1 Cryptographic systems and techniques should be used for the protection of information that is
considered at risk and for which other controls do not provide adequate protection.

3.2 Passwords must be encrypted before transmission.
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4. Security of system files

4.1 To ensure that IT projects and support activities are conducted in a secure manner, access to
system files should be restricted to those IS staff responsible for managing and supporting the
various IT systems, services and servers.

5. Security in the development and support processes

5.1 Changes to the University’s business systems must be authorised by the Change Management
Board, who will ensure that security is maintained.

6. Security of the development and support environment

6.1 Project and support environments should be strictly controlled. Project managers are
responsible for the security of the project or support environment. They should ensure that all
proposed system changes are reviewed to check that they do not compromise the security of
either the system or the operating environment.
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